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Overview
This guide documents the setup of a WebDAV file share on the Hetzner VM (defiant-01) accessible as a mapped drive from Windows. The solution uses nginx's built-in WebDAV module over HTTPS, with Mountain Duck as the Windows client.
This approach was chosen because Cisco AnyConnect corporate VPN blocks all direct connections (SSH, WireGuard, Samba) to non-corporate IPs. WebDAV over HTTPS works because the browser can reach lifeos-dev.invixiom.com through the VPN, and WebDAV uses the same HTTPS protocol.
Architecture
	Component
	Detail

	Server
	defiant-01 (46.225.166.142) - Ubuntu 24.04

	Web Server
	nginx 1.24.0 with nginx-extras (WebDAV module)

	Protocol
	WebDAV over HTTPS (port 443)

	Auth
	HTTP Basic Auth over SSL (htpasswd)

	SSL Cert
	Let's Encrypt via certbot

	Domain
	lifeos-dev.invixiom.com/webdav/

	Server Path
	/opt/lifeos/dev/webdav/

	Windows Client
	Mountain Duck (WebDAV HTTPS)


Prerequisites
Before starting, ensure you have:
Server: SSH access to defiant-01 as root
Server: nginx already installed and serving HTTPS for lifeos-dev.invixiom.com
Server: Valid SSL certificate covering lifeos-dev.invixiom.com
Windows: Mountain Duck installed (mountainduck.io)
Server Setup
Step 1: Install nginx WebDAV Module
Install nginx-extras which includes the full WebDAV module (ngx_http_dav_ext_module):
apt install nginx-extras -y
Step 2: Create Auth Credentials
Install apache2-utils for the htpasswd tool, then create the credentials file:
apt install apache2-utils -y
htpasswd -c /etc/nginx/.webdav_passwd michael
Enter a strong password when prompted. This is the username/password for WebDAV access.
NOTE: To add additional users later, omit the -c flag (it creates a new file): htpasswd /etc/nginx/.webdav_passwd newuser
Step 3: Create the WebDAV Directory
Create the directory where uploaded files will be stored and set ownership to www-data (the nginx user):
mkdir -p /opt/lifeos/dev/webdav
chown www-data:www-data /opt/lifeos/dev/webdav
Step 4: Configure nginx
Edit the nginx site configuration:
nano /etc/nginx/sites-available/invixiom
Find the server block for lifeos-dev.invixiom.com. Add the following location block BEFORE the existing location / block:
    location /webdav/ {
        alias /opt/lifeos/dev/webdav/;
        autoindex on;

        dav_methods PUT DELETE MKCOL COPY MOVE;
        dav_ext_methods PROPFIND OPTIONS;
        dav_access user:rw group:rw all:r;

        create_full_put_path on;

        auth_basic "WebDAV";
        auth_basic_user_file /etc/nginx/.webdav_passwd;

        client_max_body_size 500M;
    }
NOTE: The WebDAV location block MUST come before the location / block. nginx processes the most specific match first, but if both are at the same level, order matters.
The complete lifeos-dev server block should look like:
server {
    listen 443 ssl;
    server_name lifeos-dev.invixiom.com;
    ssl_certificate /etc/letsencrypt/live/kasm.invixiom.com-0001/fullchain.pem;
    ssl_certificate_key /etc/letsencrypt/live/kasm.invixiom.com-0001/privkey.pem;

    location /webdav/ {
        alias /opt/lifeos/dev/webdav/;
        autoindex on;

        dav_methods PUT DELETE MKCOL COPY MOVE;
        dav_ext_methods PROPFIND OPTIONS;
        dav_access user:rw group:rw all:r;

        create_full_put_path on;

        auth_basic "WebDAV";
        auth_basic_user_file /etc/nginx/.webdav_passwd;

        client_max_body_size 500M;
    }

    location / {
        proxy_pass http://127.0.0.1:8003;
        proxy_http_version 1.1;
        proxy_set_header Upgrade $http_upgrade;
        proxy_set_header Connection "upgrade";
        proxy_set_header Host $host;
        proxy_set_header X-Real-IP $remote_addr;
        proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
        proxy_set_header X-Forwarded-Proto $scheme;
    }
}
Step 5: Test and Reload nginx
Always test the configuration before reloading:
nginx -t
systemctl reload nginx
Step 6: Verify Server-Side
Test the endpoint from any machine with curl or PowerShell:
# From PowerShell:
Invoke-WebRequest -Uri https://lifeos-dev.invixiom.com/webdav/ -Credential (Get-Credential) -CustomMethod PROPFIND

# Expected: StatusCode 207 (MultiStatus) = working
Test file upload:
# From PowerShell:
Invoke-WebRequest -Uri https://lifeos-dev.invixiom.com/webdav/test.txt -Credential (Get-Credential) -Method PUT -Body "hello"

# Expected: StatusCode 201 (Created) = working
Verify on server:
ls -la /opt/lifeos/dev/webdav/
Windows Client Setup (Mountain Duck)
Step 1: Configure Connection
1. Open Mountain Duck
1. Click Open Connection or the + icon
1. Select WebDAV (HTTPS) as the protocol
1. Configure:
	Field
	Value

	Protocol
	WebDAV (HTTPS)

	Server
	lifeos-dev.invixiom.com

	Port
	443

	Path
	/webdav/

	Username
	michael

	Password
	(your htpasswd password)


Step 2: Connect and Verify
1. Connect to the saved bookmark
1. A drive letter will appear in File Explorer
1. Try File > Save As from any application and navigate to the Mountain Duck drive
1. Save a file and verify it appears on the server in /opt/lifeos/dev/webdav/
Troubleshooting
WebDAV returns 404 (Not Found) from FastAPI
The WebDAV location block is missing or placed in the wrong server block. The request is falling through to the proxy_pass and hitting the FastAPI app. Verify the location /webdav/ block is inside the lifeos-dev.invixiom.com server block and comes before location /.
StatusCode 401 (Unauthorized)
Wrong username or password. Verify credentials:
htpasswd -v /etc/nginx/.webdav_passwd michael
Permission Denied on Upload
The webdav directory is not owned by www-data:
chown -R www-data:www-data /opt/lifeos/dev/webdav
chmod 755 /opt/lifeos/dev/webdav
Windows Native WebDAV Client (net use) Fails
The Windows built-in WebClient service is unreliable with WebDAV over HTTPS. This is a known Windows issue. Use Mountain Duck or rclone instead. Do not waste time debugging the native Windows WebDAV client.
Cannot Connect on Corporate VPN
Verify the browser can reach https://lifeos-dev.invixiom.com/webdav/ first. If the browser works but Mountain Duck does not, check that Mountain Duck is not using a proxy. The VPN routes HTTPS traffic through its gateway, and Mountain Duck should follow the same path as the browser.
Configuration Reference
	Item
	Location / Value

	nginx config
	/etc/nginx/sites-available/invixiom

	htpasswd file
	/etc/nginx/.webdav_passwd

	WebDAV directory
	/opt/lifeos/dev/webdav/

	WebDAV URL
	https://lifeos-dev.invixiom.com/webdav/

	SSL cert
	/etc/letsencrypt/live/kasm.invixiom.com-0001/fullchain.pem

	SSL key
	/etc/letsencrypt/live/kasm.invixiom.com-0001/privkey.pem

	Max upload size
	500MB (client_max_body_size)

	Auth method
	HTTP Basic Auth over HTTPS


Why Not Other Approaches
Several alternatives were tested and rejected during setup:
WireGuard + Samba: WireGuard works when the corporate VPN is off, but Cisco AnyConnect blocks all non-corporate traffic including WireGuard's UDP packets. AnyConnect uses a kernel-level filter driver that prevents other VPN adapters from functioning, and route manipulation is silently stripped.
SSHFS-Win: Requires SSH access to the server. Cisco AnyConnect blocks SSH (port 22) and all other direct connections to non-corporate IPs. Even SSH over port 443 is blocked because AnyConnect blocks all traffic to non-whitelisted destinations, not just specific ports.
Windows Native WebDAV Client: The built-in WebClient service (net use with UNC paths) is unreliable with HTTPS WebDAV. Error 0x80004005 with no useful diagnostics. A known long-standing Windows issue. Mountain Duck or rclone are reliable alternatives.
WebDAV over HTTPS through the existing nginx proxy is the only approach that works in all scenarios because it uses the same HTTPS channel the browser uses, which the corporate VPN allows.
